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Know Thy
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& CV Dazzle: Camouflage ..
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Lok

LOOKS

STYLE TIPS
RELATED PROJECTS
COLLABORATIONS
PRESS
REFERENCES
CONTACT

IMAGES

For image requests, contact
Undisclosed and be sure to

specify which image and the
pixel-dimension needed

SUPPORT

Support this project by shopping
at the Privacy Gift Shop
@adamhrv

License

As of April 28, 2016 | have
revoke the Cr Commons
license for these works because

of projects like MegaFace. Until
a clearer license emerges, all

rights reserved ©2010-2016
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‘.L& 4\," Anti Face
- This face is unrecognizable to
o several state-of-art face
‘ ‘ detection algorithms.

Face

Once computer vision
programs detect a face, they
can extract data about your
emotions, age, and identity.

See how a face is detected

Camouflage from face

detection.

CV Dazzle explores how fashion can be used
as camouflage from face-detection technology,
the first step in automated face recognition.

The name is derived from a type of World War | naval camouflage called
Dazzle, which used cubist-inspired designs to break apart the visual

From all appearances, deception
has always been critical to daily
survival—for human and non-
human creatures alike—and,
Jjudging by its current ubiquity, there
is no end in immediate siaht

* 100%

v
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() T—AZEENYUZT—IEHEAIELESETHEERATHEIELTINVS,
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@ LiEEhE
FTICIE BRITR—RSGAUERBTSAN—ITEEZ R TEHESICERLTEY. £-T
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THE] HRETIFII—ENEREERS TR

HEETSA N\ —IEFZMEZERST (Administration Discussion Draft: Consumer
Privacy Bill of Rights Act of 2015)
— 2015F2R27BIZHRTARND RN K
— EAT—2DEETUTZEHITR
- AK%
« BAEFT. A—ILTELR
- C.EiEES.FAXES
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« FTCL7R—F “Facing Facts”
— FTC(EHE5IZER) TIX20125F 108 IZRXZYTLR—k
“Facing Facts:Best Practices for Common Uses of Facial
Recognition Technologies"# 1T,

— 2012%3A DFTCLR—FDIRBIZEEZRFH Y —EXITEA,
Jahb. EREENZEAEMNTAVSERICHLT,
UTD3DDRANEIKH—EREFTHETILIIEE.
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(2) ERDEHERE
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« FTCL7R—b “Facing Facts” (=)

— BEEREBUTIL. BRI THEEEZRATE EEBEICSfAINSECELESHE
EEOBBFINEL, NIBT L LEMAEETH D,
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- BEERERINEERITAET. EREOCREH#HTE. EBEALEVHESEM
THERATAICEL EHEELOBROIVTEAMIBWLWTEY LG TS/ —
REFZEHETAE,
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HLTET AN —RBEREBETAE I LVSILZLEEENTH D,

© Institute for International Socio-Economic Studies 2016 26




FTCOER:R R IR DB AFIAICET 3L K-k

« FTCL7R—b “Facing Facts” (=)

— FTCIXEERRB B MERAWSEEITHL T, UTD3DFEE
(1) ZSAN— 1N THAY
- FENLGREEEBEEENS L, — BYULET—9RE-BREDTSIVT(REITICE,
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£40 (notice) L. BEHEBEEIIZTODEREEHITONEZELSICTRE,
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ESNZL, FIZIX, 1980FERICREHHABIEFEFHDETA LU EHEEITRAOAINH
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s ANTBHEDWSEEETSA/N\—IEFEH |NILEESIN-15E
[ZIX, MSHP TR E SN 1THIREFET T S XICIEEITE—D/
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. B (RERE) FUTORKE.

A 45 B
- BEBADONTIA(EREEFRT) (XEH) -NISTCREIE L ZERMHATAT)
« Federal Trade Commission(FTC)

5} E D B T 4 R
o AFHEFAAVFMERI A/ —a3IvaF—F KM
« JZ2ACNIL
%
» Paycasso -FaceFirst - Microsoft
* Animetrics - Kairos A Novetta Solutions Company
* Motorola
ERHRK
* Online Trust Alliance -Marketing Research Association
 Identity Counsel International *NetChoice
* Interactive Advertising Bureau *Internet Association
 International Biometrics & Identification Association (IBIA)
HEAMRK
» Center for Democracy & Technology - American Civil Liberties Union (ACLU)
« Consumer Federation of America(CFA) - Center for Digital Democracy
« ACT -TechFreedom %
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« Carnegie Mellon University -UCLA *Rutgers Business School
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(1) NetChoice M 5 £t Z (Stakeholder Draft of Guidelines for the Collection and Use of Facial Recognition)
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(2) International Biometrics Industry Association® R X k75474 X ZE (Discussion Draft Privacy Best
Practice Recommendations For Commercial Biometric Use)
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BREIZII2DDEZENEEFNS,
o (1)FZAN—RY—DEHEL, TNHLFAAEETHLL,
o (ii)EEREBEMANARANGNESESEDER,
INAA Ao fT A BERADFACITAVNONGIMES, FIZIFABOEN -AIV M OEEHETEIS
AW BIFEICE, AV THFRAMIEHLE—RMEREIHEFITINETHD,
fths. BB S D-OICEERBE AT LVAVONDEE(F. UL TOEBZEEICAN, BRI DBEIMEITD

RETHD,
« BREMLGZEERTHLHD., BHlHLZEEZRTHLIN
o NAFANORT=RLUSNZEDLHLBEAT—FHBEESN, RIFSNS M
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MSHPTRESNIANAMNT 5971 A(IRX)

Privacy Best Practice Recommendations For Commercial Facial
Recognition Use

+ These “Privacy Best Practice Recommendations for Commercial Facial Recognition Use” serve as
general guidelines for covered entities. The fundamental principles underlying the recommendations
are based on the Fair Information Practice Principles (FIPPS) .

. It is left to iImplementers and operators to determine the most appropriate way to implement each of
these privacy quidelines.

*  Given the numerous existing uses in widely different applications (such as authentication, social media
and physical access control), as well as potential uses, specific /detailed practices are not feasible or
practical across this wide spectrum.

» These best practices are intended to provide a flexible and evolving approach to the use of facial
recognition technology, designed to keep pace with the dynamic marketplace surrounding these
technologies.

« This document is intended to provide a general roadmap to enable entities using facial recognition
technologies by recognizing differing objectives, risks and individual expectations associated with
various applications of these technologies.

* These principles do not apply to the use of a facial recognition for the purpose of aggregate or non-
identifying analysis. For example, when facial recognition technology is used only to count the number
of unigue visitors to a retail establishment or to measure the genders or approximate ages of people
who view a store display (for marketing research purposes), those practices are outside the scope of
these principles.

» These best practices do not apply to security applications, law enforcement, national security,
intelligence or military uses, all of which are beyond the scope of this document.
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O Definitions

Covered Entity — Any person, including corporate affiliates, that collects, stores, or processes facial
template data. Covered entities do not include governments, law enforcement agencies, national
security agencies, or intelligence agencies.

Unaffiliated Third Party — Any person other than (1) a user of a covered entity’s products or services;
(2) a covered entity’s employees; (3) an entity under common control or ownership with a covered
entity; or (4) a vendor or supplier to a covered entity when such vendor or supplier is used to provide a
product or service related to facial template data.

Facial Template Data — A unique facial attribute or measurement generated by automatic
measurements of an individual’s facial characteristics, which are used by a covered entity to uniquely
identify an individual’s identity or authenticate an individual when the individual accesses a system or
account. Data that has been reasonably de-identified and the underlying document from which the
data came is not facial template data and therefore is not covered by these best practices.

Facial Recognition Technology — A computer program used to compare the visible physical structure of
an individual’s face with a stored facial template to confirm an individual’s claimed identity or to
uniquely identify an individual.

Security Applications - Loss prevention and other applications intended to detect or prevent shoplifting,
fraud, misappropriations or other malicious and criminal activities.

O Transparency

Covered entities are encouraged to make available to consumers, in a reasonable manner and
location, policies or disclosures describing such entities’ practices regarding collection, storage, and
use of facial template data. Covered entities are encouraged to update their policies or disclosures
when they make material changes to their facial template data management practices. Generally,
policies or disclosures should describe, if applicable, and/or in the appropriate context:
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the reasonably foreseeable purposes, or examples, for which the covered entity collects and
shares facial template data or uses facial recognition technologies;

the covered entity’s data retention and de-identification practices;

and, if the covered entity offers the ability to review, correct, or delete facial template data, the
process to accomplish such actions.

Where facial recognition technoloqy is used on a physical premises that a covered entity controls, such

entity is encouraged to provide concise notice to consumers that facial recognition technoloqy is

present, and, if contextually appropriate, where consumers can find more information about the covered

entity’s use of facial recognition technology.

O Developing Good Data Management Practices

«  When covered entities formulate their facial template data management practices, and before covered

entities deploy facial recognition technology, they are encouraged to consider the following factors:

Voluntary or involuntary enrollment;
Type of non-facial recognition sensitive data being captured and stored,;
How that data will be stored and used,;

Whether facial template data may be used to determine a person’s eligibility for, or access to,
employment, healthcare, financial products or services, credit, housing, or insurance,

Risks and harms, if any, this process may impose on the enrollee;
Reasonable consumer expectations with regard to the use of the data.
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O Use Limitation

» Covered entities that use facial recognition technologies to determine an individual’s identity are
encouraged to provide the individual the opportunity to control the sharing of their facial template data
with an unaffiliated third party that does not already have this information.

O Security Safeguards

« Covered entities should take measures to protect covered data by implementing a program that contains
reasonable administrative, technical, and physical safeguards appropriate to the operator’s size and
complexity, the nature and scope of its activities, and the sensitivity of the facial template data.” Covered
entities are encouraged to take reasonable steps to periodically assess their facial template data
protection measures consistent with the sensitivity of the use of the data.

«  When appropriate, covered entities are encouraged to consider whether these measures should include
limiting the individuals or applications that may access facial template data.

O Data Quality

« Covered entities are encouraged to take reasonable steps to maintain the integrity of the facial template
data they collect.

O Problem Resolution and Redress

« Covered entities are encouraged to provide a process consumers can follow to contact the entity
regarding its use of facial template data.
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